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CS601PC: MACHINE LEARNING
B.Tech. III Year II Sem. LT PC
310 4

Prerequisites
1. Data Structures.
2. Knowledge on statistical methods.

Course Objectives

e This course explains machine learning techniques such as decision tree learning,
Bayesianlearning etc.

e Tounderstand computational learning theory.
e To study the pattern comparison techniques.

Course Outcomes

¢ Understand the concepts of computational intelligence like machine learning.

e Ability to get the skill to apply machine learning techniques to address the real
time problemsin different areas.

¢ Understand the Neural Networks and its usage in machine learning application.

UNIT -1
Introduction - Well-posed learning problems, designing a learning system,
Perspectives and issues in machine learning.
Concept learning and the general to specific ordering — introduction, a concept
learning task, concept learning as search, find-S: finding a maximally specific
hypothesis, version spaces and the candidate elimination algorithm, remarks on
version spaces and candidate elimination, inductive bias.
Decision Tree Learning - Introduction, decision tree representation, appropriate
problems for decision tree learning, the basic decision tree learning algorithm,
hypothesis space search in decision tree learning, inductive bias in decision tree
learning, issues in decision tree learning.

UNIT - II
Artificial Neural Networks-1- Introduction, neural network representation,
appropriate problems for neural network learning, perceptions, multilayer networks
and the back-propagation algorithm.
Artificial Neural Networks-2- Remarks on the Back-Propagation algorithm, An
illustrative example: face recognition, advanced topics in artificial neural networks.
Evaluation Hypotheses — Motivation, estimation hypothesis accuracy, basics of
sampling theory, a general approach for deriving confidence intervals, difference in
error of two hypotheses, comparing learning algorithms.

UNIT - III

Bayesian learning - Introduction, Bayes theorem, Bayes theorem and concept
learning, Maximum Likelihood and least squared error hypotheses, maximum
likelihood hypotheses for predicting probabilities, minimum description length
principle, Bayes optimal classifier, Gibs algorithm, Naive Bayes classifier, an
example: learning to classify text, Bayesian belief networks, the EM algorithm.



Computational learning theory - Introduction, probably learning an approximately
correct hypothesis,sample complexity for finite hypothesis space, sample complexity
for infinite hypothesis spaces, the mistake bound model of learning.
Instance-Based Learning- Introduction, k-nearest neighbour algorithm, locally
weighted regression, radial basis functions, case-based reasoning, remarks on lazy
and eager learning.

UNIT- IV
Genetic Algorithms - Motivation, Genetic algorithms, an illustrative example,
hypothesis space search, genetic programming, models of evolution and learning,
parallelizing genetic algorithms.

Learning Sets of Rules — Introduction, sequential covering algorithms, learning rule
sets: summary, learning First-Order rules, learning sets of First-Order rules: FOIL,
Induction as inverted deduction, inverting resolution.

Reinforcement Learning - Introduction, the learning task, Q-learning, non-
deterministic, rewards andactions, temporal difference learning, generalizing from
examples, relationship to dynamic programming.

UNIT -V
Analytical Learning-1- Introduction, learning with perfect domain theories:
PROLOG-EBG, remarkson explanation-based learning, explanation-based learning of
search control knowledge.
Analytical Learning-2-Using prior knowledge to alter the search objective, using prior
knowledge toaugment search operators.
Combining Inductive and Analytical Learning - Motivation, inductive-analytical
approaches tolearning, using prior knowledge to initialize the hypothesis.

TEXT BOOK:
1. Machine Learning — Tom M. Mitchell, - MGH.

REFERENCE BOOK:

1. Machine Learning: An Algorithmic Perspective, Stephen Marshland, Taylor &
Francis.



CS602PC: COMPILER DESIGN

B.Tech. III Year II Sem. LT UPOC
310 4

Prerequisites:
1. A course on “Formal Languages and Automata Theory”.
2. A course on “Computer Organization and architecture”.
3. A course on “Computer Programming and Data Structures”.

Course Objectives:
¢ Introduce the major concepts of language translation and compiler design and impart
the knowledge of practical skills necessary for constructing a compiler.
e Topics include phases of compiler, parsing, syntax directd translation, type checking
use of symbol tables, code optimization techniques, intermediate code generation,
code generation and data flow analysis.

Course Outcomes:
e Demonstrate the ability to design a compiler given a set of language features.
e Demonstrate the knowledge of patterns, tokens & regular expressions for lexical analysis.
e Acquire skills in using lex tool & yacc tool for devleoping a scanner and parser.
e Design and implement LL and LR parsers
e Design algorithms to do code optimization in order to improve the performance of a
program interms of space and time complexity.
e Design algorithms to generate machine code.

UNIT -1

Introduction: The structure of a compiler, the science of building a compiler,
programming language basics. Lexical Analysis: The Role of the Lexical Analyzer,
Input Buffering, Recognition of Tokens, The Lexical-Analyzer Generator Lex, Finite
Automata, From Regular Expressions to Automata, Design of a Lexical-Analyzer
Generator, Optimization of DFA-Based Pattern Matchers.

UNIT - II

Syntax Analysis: Introduction, Context-Free Grammars, Writing a Grammar, Top-
Down Parsing, Bottom-Up Parsing, Introduction to LR Parsing: Simple LR, More
Powerful LR Parsers, Using Ambiguous Grammars and Parser Generators.

UNIT - II1
Syntax-Directed Translation: Syntax-Directed Definitions, Evaluation Orders for
SDD's, Applications of Syntax-Directed Translation, Syntax-Directed Translation
Schemes, Implementing L-Attributed SDD's. Intermediate-Code Generation:
Variants of Syntax Trees, Three-Address Code, Types and Declarations, Type
Checking, Control Flow, Switch-Statements, Intermediate Code for Procedures.

UNIT - IV

Run-Time Environments: Stack Allocation of Space, Access to Nonlocal Data on the
Stack, Heap Management, Introduction to Garbage Collection, Introduction to Trace-
Based Collection.

Code Generation: Issues in the Design of a Code Generator, The Target Language,
Addresses in theTarget Code, Basic Blocks and Flow Graphs, Optimization of Basic
Blocks, A Simple Code Generator, Peephole Optimization, Register Allocation and
Assignment, Dynamic Programming Code-Generation.



UNIT -V
Machine-Independent Optimization: The Principal Sources of Optimization,
Introduction to Data-Flow Analysis, Foundations of Data-Flow Analysis, Constant
Propagation, Partial-Redundancy Elimination, Loops in Flow Graphs.

TEXT BOOK:
1. Compilers: Principles, Techniques and Tools, Second Edition, Alfred V. Aho,
Monica S. Lam, Ravi Sethi, Jeffry D. Ullman.

REFERENCE BOOKS:

1. Lex & Yacc —John R. Levine, Tony Mason, Doug Brown, O’reilly
2. Compiler Construction, Louden, Thomson.



CD603PC: BIG DATA ANALYTICS

B.Tech. III Year II Sem. LT POC
310 4

Course Objectives:
1. The purpose of this course is to provide the students with the knowledge of Big data
Analyticsprinciples and techniques.
2. This course is also designed to give an exposure of the frontiers of Big data Analytics

Courses Outcomes:
1. Ability to explain the foundations, definitions, and challenges of Big Data and various
Analyticaltools.
Ability to program using HADOOP and Map reduce, NOSQL
3. Ability to understand the importance of Big Data in Social Media and Mining.

N

UNIT -1

Introduction to Big Data: Big Data and its Importance — Four V’s of Big Data —
Drivers for Big Data -Introduction to Big Data Analytics — Big Data Analytics
applications.

UNIT - II

Big Data Technologies: Hadoop’s Parallel World — Data discovery — Open source
technology for BigData Analytics — cloud and Big Data —Predictive Analytics — Mobile
Business Intelligence and Big Data

UNIT - III

Introduction Hadoop: Big Data — Apache Hadoop & Hadoop Eco System — Moving
Data in and out ofHadoop — Understanding inputs and outputs of MapReduce - Data
Serialization.

UNIT - IV
Hadoop Architecture: Hadoop: RDBMS Vs Hadoop, Hadoop Overview, Hadoop
distributors, HDFS, HDFS Daemons, Anatomy of File Write and Read., Name Node,
Secondary Name Node, and Data Node, HDFS Architecture, Hadoop Configuration,
Map Reduce Framework, Role of HBase in Big Dataprocessing, HIVE, PIG.

UNIT -V

Data Analytics with R Machine Learning: Introduction, Supervised Learning, Unsupervised

Learning, Collaborative Filtering, Social Media Analytics, Mobile Analytics, Big Data Analytics
with BigR.

TEXT BOOKS:

Big Data Analytics, Seema Acharya, Subhasini Chellappan, Wiley 2015.

2. Big Data, Big Analytics: Emerging Business Intelligence and Analytic Trends for
Today’s Business, Michael Minelli, Michehe Chambers, 1st Edition, Ambiga Dhiraj,
Wiely CIO Series, 2013.

Hadoop: The Definitive Guide, Tom White, 37 Edition, O'Reilly Media, 2012.

4. Big Data Analytics: Disruptive Technologies for Changing the Game, Arvind Sathi, 1st
Edition, IBM Corporation, 2012.
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REFERENCE BOOKS:

Big Data and Business Analytics, Jay Liebowitz, Auerbach Publications, CRC press (2013)
Using R to Unlock the Value of Big Data: Big Data Analytics with Oracle R Enterprise
and Oracle R Connector for Hadoop, Tom Plunkett, Mark Hornick, McGraw-
Hill/Osborne Media (2013), Oracle press.

Professional Hadoop Solutions, Boris lublinsky, Kevin t. Smith, Alexey Yakubovich,
Wiley, ISBN: 9788126551071, 2015.

Understanding Big data, Chris Eaton, Dirk deroos et al. McGraw Hill, 2012.

Intelligent Data Analysis, Michael Berthold, David J. Hand, Springer, 2007.

Taming the Big Data Tidal Wave: Finding Opportunities in Huge Data Streams with
Advanced Analytics, Bill Franks, 1st Edition, Wiley and SAS Business Series, 2012.



CD622PE: DATA VISUALIZATION TECHNIQUES
(Professional Elective - III)

B.Tech. III Year II Sem. LT POC
300 3

Course Objective: To understand various data visualization techniques.

Course Outcomes:
1. Visualize the objects in different dimensions.
Design and process the data for Virtualization.
3. Apply the visualization techniques in physical sciences, computer science, applied
mathematicsand medical science.
4. Apply the virtualization techniques for research projects. (K1, K3).

N

UNIT -1

Introduction and Data Foundation: Basics - Relationship between Visualization
and Other Fields - The Visualization Process - Pseudo code Conventions - The Scatter
plot. Data Foundation - Types of Data - Structure within and between Records - Data
Preprocessing - Data Sets

UNIT - II

Foundations for Visualization: Visualization stages - Semiology of Graphical
Symbols - The Eight Visual Variables - Historical Perspective - Taxonomies -
Experimental Semiotics based on Perception Gibson‘s Affordance theory — A Model
of Perceptual Processing.

UNIT - III

Visualization Techniques: Spatial Data: One-Dimensional Data - Two-Dimensional Data —
Three- Dimensional Data - Dynamic Data - Combining Techniques.

Geospatial Data: Visualizing Spatial Data- Visualization of Point Data -Visualization of
Line Data - Visualization of Area Data - Other Issues in Geospatial Data Visualization
Multivariate Data: Point-Based Techniques - Line- Based Techniques - Region-
Based Techniques - Combinations of Techniques — Trees Displaying Hierarchical
Structures —Graphics and Networks- Displaying Arbitrary Graphs/Networks.

UNIT - IV

Interaction Concepts and Techniques: Text and Document Visualization: Introduction -
Levels of Text Representations - The Vector Space Model - Single Document Visualizations -
Document Collection Visualizations - Extended Text Visualizations Interaction Concepts:
Interaction Operators -Interaction Operands and Spaces - A Unified Framework. Interaction
Techniques: Screen Space - Object-Space -Data Space -Attribute Space- Data Structure
Space - Visualization Structure - AnimatingTransformations -Interaction Control

UNIT -V

Research Directions in Virtualizations: Steps in designing Visualizations -
Problems in designing effective Visualizations- Issues of Data. Issues of Cognition,
Perception, and Reasoning. Issues of System Design Evaluation, Hardware and
Applications.



TEXT BOOKS:

Matthew Ward, Georges Grinstein and Daniel Keim, “Interactive Data
VisualizationFoundations, Techniques, Applications”, 2010.

Colin Ware, “Information Visualization Perception for Design”, 2nd edition, Margon
KaufmannPublishers, 2004.

REFERENCE BOOKS:

Robert Spence “Information visualization — Design for interaction”, Pearson
Education, 2rdEdition, 2007.

Alexandru C. Telea, “Data Visualization: Principles and Practice,” A. K. Peters Ltd,
2008.



CE6000E: DISASTER PREPAREDNESS &
PLANNING MANAGEMENT (Open Elective - I)

B.Tech. Civil Engg. III Year II Sem. L T/P/D C
3 0/0/0 3

Course Objectives: The objectives of the course are

e To Understand basic concepts in Disaster Management.

e To Understand Definitions and Terminologies used in Disaster Management.

e To Understand Types and Categories of Disasters.

e To Understand the Challenges posed by Disasters.

e To understand Impacts of Disasters Key Skills.

Course Outcomes: The student will develop competencies in
e the application of Disaster Concepts to Management.
¢ Analyzing Relationship between Development and Disasters.
e Ability to understand Categories of Disasters.
e Realization of the responsibilities to society.

UNIT - I:
Introduction - Concepts and definitions: disaster, hazard, vulnerability, resilience,

risks severity,frequency and details, capacity, impact, prevention, mitigation.

UNIT - 11
Disasters - Disasters classification; natural disasters (floods, draught, cyclones,

volcanoes, earthquakes, tsunami, landslides, coastal erosion, soil erosion, forest fires
etc.); manmade disasters (industrial pollution, artificial flooding in urban areas, nuclear
radiation, chemical spills, transportation accidents, terrorist strikes, etc.); hazard and
vulnerability profile of India, mountain and coastal areas, ecological fragility.

UNIT - III
Disaster Impacts - Disaster impacts (environmental, physical, social, ecological,

economic, political, etc.); health, psycho-social issues; demographic aspects (gender,
age, special needs); hazard locations; global and national disaster trends; climate change
and urban disasters.

UNIT - IV
Disaster Risk Reduction (DRR) - Disaster management cycle — its phases; prevention,

mitigation, preparedness, relief and recovery; structural and non-structural measures;
risk analysis, vulnerability and capacity assessment; early warning systems, Post
disaster environmental response (water, sanitation, food safety, waste management,
disease control, security, communications); Roles and responsibilities of government,
community, local institutions, NGOs and other stakeholders; Policies and legislation for
disaster risk reduction, DRR programmes in India and the activities of National Disaster
Management Authority.

UNIT -V

Disasters, Environment and Development - Factors affecting vulnerability such as
impact of developmental projects and environmental modifications (including of dams,
landuse changes, urbanization etc.), sustainable and environmental friendly recovery;
reconstruction and development methods.

TEXT BOOKS:
10



3.

Pradeep Sahni, 2004, Disaster Risk Reduction in South Asia, Prentice Hall.
Singh B.K., 2008, Handbook of Disaster Management: Techniques & Guidelines, Rajat
Publication.

Ghosh G.K., 2006, Disaster Management, APH Publishing Corporation

REFERENCE BOOKS:

1.
2.

3.

http://ndma.gov.in/ (Home page of National Disaster Management Authority)

http:/ /www.ndmindia.nic.in/ (National Disaster management in India, Ministry of Home
Affairs).

Disaster Medical Systems Guidelines. Emergency Medical Services Authority,

State ofCalifornia, EMSA no.214, June 2003

Inter-Agency Standing Committee (IASC) (Feb. 2007). IASC Guidelines on Mental Health
andPsychosocial Support in Emergency Settings. Geneva: IASC
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CS604PC: MACHINE LEARNING LAB

B.Tech. III Year II Sem. LT PC

0 0 31.5

Course Objective: The objective of this lab is to get an overview of the various
machine learningtechniques and can able to demonstrate them using python.

Course Outcomes: After the completion of the course the student can able to:

w

5

6.
7.
8.
9.

understand complexity of Machine Learning algorithms and their limitations;
understand modern notions in data analysis-oriented computing;

be capable of confidently applying common Machine Learning algorithms in
practice andimplementing their own;

Be capable of performing experiments in Machine Learning using real-world data.

List of Experiments

The probability that it is Friday and that a student is absent is 3 %. Since there are 5
school days in a week, the probability that it is Friday is 20 %. What is theprobability
that a student is absent given that today is Friday? Apply Baye’s rule in python to get
the result. (Ans: 15%)
Extract the data from database using python
Implement k-nearest neighbours classification using python
Given the following data, which specify classifications for nine combinations of VAR1 and
VAR?2 predict a classification for a case where VAR1=0.906 and VAR2=0.606, using
the result of k- means clustering with 3 means (i.e., 3 centroids)

VAR1 VAR2 CLASS

1.713 1.586 O
0.180 1.786 1
0.353 1.240 1
0.940 1.566 O
1.486 0.759 1
1.266 1.106 O
1.540 0.419 1
0.459 1.799 1
0.773 0.186 1

. The following training examples map descriptions of individuals onto high, medium

and lowcredit-worthiness.
medium skiing design single twenties no -> highRiskhigh golf trading
married forties yes -> lowRisk low speedway transport married thirties yes
-> medRiskmedium football bankingsingle thirties yes -> lowRisk high flying
mediamarried fifties yes -> highRisk low football security single
twenties no -> medRisk medium golf media single thirties yes -> medRisk
medium golf transport married forties yes -> lowRisk high skiing banking
single thirties yes -> highRisk low  golf unemployed married forties yes -
> highRisk
Input attributes are (from left to right) income, recreation, job, status, age-group,
home-owner. Find theunconditional probability of "golf and the conditional
probability of “single' given ‘medRisk’ in the dataset?
Implement linear regression using python.
Implement Naive Bayes theorem to classify the English text
Implement an algorithm to demonstrate the significance of genetic algorithm
Implement the finite words classification system using Back-propagation algorithm

12



CD607PC: BIG DATA ANALYTICS LAB

B.Tech. III Year II Sem. LT PC

00315

Course Objectives:

1.

2.
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The purpose of this course is to provide the students with the knowledge of Big data
Analyticsprinciples and techniques.
This course is also designed to give an exposure of the frontiers of Big data Analytics

Course Outcomes:
Use Excel as an Analytical tool and visualization tool.
Ability to program using HADOOP and Map reduce.
Ability to perform data analytics using ML in R.
Use cassandra to perform social media analytics.

List of Experiments:

Implement a simple map-reduce job that builds an inverted index on the
set of inputdocuments (Hadoop)
Process big data in HBase
Store and retrieve data in Pig
Perform Social media analysis using cassandra
Buyer event analytics using Cassandra on suitable product sales data.
Using Power Pivot (Excel) Perform the following on any dataset

a) Big Data Analytics

b) Big Data Charting
Use R-Project to carry out statistical analysis of big data
Use R-Project for data visualization of social media data

TEXT BOOKS:

Big Data Analytics, Seema Acharya, Subhashini Chellappan, Wiley 2015.

Big Data, Big Analytics: Emerging Business Intelligence and Analytic Trends for
Today’s Business, Michael Minelli, Michehe Chambers, 15t Edition, Ambiga Dhiraj,
Wiely CIO Series, 2013.

Hadoop: The Definitive Guide, Tom White, 3'4 Edition, O'Reilly Media, 2012.

Big Data Analytics: Disruptive Technologies for Changing the Game, Arvind Sathi, 1st
Edition, IBM Corporation, 2012.

REFERENCE BOOKS:

Big Data and Business Analytics, Jay Liebowitz, Auerbach Publications, CRC press (2013).
Using R to Unlock the Value of Big Data: Big Data Analytics with Oracle R Enterprise
and Oracle R Connector for Hadoop, Tom Plunkett, Mark Hornick, McGraw-
Hill/Osborne Media (2013), Oracle press.

Professional Hadoop Solutions, Boris lublinsky, Kevin t. Smith, Alexey Yakubovich,
Wiley, ISBN: 9788126551071, 2015.

Understanding Big data, Chris Eaton, Dirk deroos et al., McGraw Hill, 2012.

Intelligent Data Analysis, Michael Berthold, David J. Hand, Springer, 2007.

Taming the Big Data Tidal Wave: Finding Opportunities in Huge Data Streams with
Advanced Analytics, Bill Franks, 1st Edition, Wiley and SAS Business Series, 2012.
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CD612PE : DATA VISUALIZATION TECHNIQUES LAB
(Professional Elective - III)

B.Tech. III Year II Sem. LT POC

0021

Course Objectives:

1.

A

© N O

Understand the various types of data, apply and evaluate the principles of data
visualization.

Acquire skills to apply visualization techniques to a problem and its associated dataset.

Course Outcomes:
Identify the different data types, visualization types to bring out the insight.
Relate the visualization towards the problem based on the dataset to analyze and
bring outvaluable insight on a large dataset.

Demonstrate the analysis of a large dataset using various visualization techniques and
tools.

Identify the different attributes and showcasing them in plots. Identify and
create variousvisualizations for geospatial and table data.
Ability to create and interpret plots using R/Python.

List of Experiments:
Acquiring and plotting data.
Statistical Analysis — such as Multivariate Analysis, PCA, LDA, Correlation
regression andanalysis of variance.
Financial analysis using Clustering, Histogram and HeatMap.
Time-series analysis — stock market.
Visualization of various massive dataset - Finance - Healthcare - Census — Geospatial.
Visualization on Streaming dataset (Stock market dataset, weather forecasting).
Market-Basket Data analysis-visualization.
Text visualization using web analytics.

TEXT BOOKS:

Matthew Ward, Georges Grinstein and Daniel Keim, “Interactive Data
VisualizationFoundations, Techniques, Applications”, 2010.

Colin Ware, “Information Visualization Perception for Design”, 2nd edition, Margon
KaufmannPublishers, 2004.

REFERENCE BOOKS:

Robert Spence “Information visualization — Design for interaction”, Pearson
Education, 2 ndEdition, 2007.

Alexandru C. Telea, “Data Visualization: Principles and Practice,” A. K. Peters Ltd, 2008.
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MC600HS PROFESSIONAL ETHICS

B.Tech. III Year II Sem. LTPC
3000

Course Objective: To enable the students to imbibe and internalize the Values and
Ethical Behavior in the personal and Professional lives.

Course Outcome: The students will understand the importance of Values and Ethics in
their personal lives and professional careers. The students will learn the rights and
responsibilities as an employee, team member and a global citizen.

UNIT -1

Introduction to Professional Ethics: Basic Concepts, Governing Ethics, Personal &
Professional Ethics, Ethical Dilemmas, Life Skills, Emotional Intelligence, Thoughts of
Ethics, Value Education, Dimensions of Ethics, Profession and professionalism,
Professional Associations, Professional Risks, Professional Accountabilities, Professional
Success, Ethics and Profession.

UNIT - II

Basic Theories: Basic Ethical Principles, Moral Developments, Deontology, Utilitarianism,
Virtue Theory, Rights Theory, Casuist Theory, Moral Absolution, Moral Rationalism, Moral
Pluralism, Ethical Egoism, Feminist Consequentialism, Moral Issues, Moral Dilemmas,
Moral Autonomy.

UNIT - III

Professional Practices in Engineering: Professions and Norms of Professional
Conduct, Norms ofProfessional Conduct vs. Profession; Responsibilities, Obligations
and Moral Values in Professional Ethics, Professional codes of ethics, the limits of
predictability and responsibilities of the engineering profession.

Central Responsibilities of Engineers - The Centrality of Responsibilities of Professional
Ethics; lessons from 1979 American Airlines DC-10 Crash and Kansas City Hyatt
Regency Walk away Collapse.

UNIT - IV

Work Place Rights & Responsibilities, Ethics in changing domains of Research, Engineers
and Managers; Organizational Complaint Procedure, difference of Professional Judgment
within the Nuclear Regulatory Commission (NRC), the Hanford Nuclear Reservation.
Ethics in changing domains of research - The US government wide definition of research
misconduct, research misconduct distinguished from mistakes and errors, recent history
of attention to research misconduct, the emerging emphasis on understanding and
fostering responsible conduct, responsible authorship, reviewing & editing.

UNIT -V

Global issues in Professional Ethics: Introduction — Current Scenario, Technology
Globalization of MNCs, International Trade, World Summits, Issues, Business Ethics
and Corporate Governance, Sustainable Development Ecosystem, Energy Concerns,
Ozone Deflection, Pollution, Ethics in Manufacturing and Marketing, Media Ethics;
War Ethics; Bio Ethics, Intellectual Property Rights.

15



TEXT BOOKS:

1. Professional Ethics: R. Subramanian, Oxford University Press, 2015.
2. Ethics in Engineering Practice & Research, Caroline Whitbeck, 2e, Cambridge University Press
2015.

REFERENCES:

1. Engineering Ethics, Concepts Cases: Charles E Harris Jr., Michael S Pritchard, Michael J
Rabins, 4e ,Cengage learning, 2015.
2. Business Ethics concepts & Cases: Manuel G Velasquez, 6e, PHI, 2008.
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MC 601: CYBER SECURITY

B.Tech. III Year II Semester LTPC
3000
Prerequisites: NIL

Course objectives:

e To familiarize various types of cyber-attacks and cyber-crimes
e To give an overview of the cyber laws
e To study the defensive techniques against these attacks

Course Outcomes: The students will be able to understand cyber-attacks, types of
cybercrimes, cyberlaws and also how to protect them self and ultimately the entire Internet
community from such attacks.

UNIT -1

Introduction to Cyber Security: Basic Cyber Security Concepts, layers of security,
Vulnerability, threat, Harmful acts, Internet Governance — Challenges and Constraints,
Computer Criminals, CIA Triad, Assets and Threat, motive of attackers, active attacks,
passive attacks, Software attacks, hardware attacks, Spectrum of attacks, Taxonomy of
various attacks, IP spoofing, Methods of defense, Security Models, risk management, Cyber
Threats-Cyber Warfare, Cyber Crime, Cyber terrorism, Cyber Espionage, etc.,
Comprehensive Cyber Security Policy.

UNIT - II

Cyberspace and the Law & Cyber Forensics: Introduction, Cyber Security Regulations, Roles of
International Law. The INDIAN Cyberspace, National Cyber Security Policy.

Introduction, Historical background of Cyber forensics, Digital Forensics Science, The
Need for ComputerForensics, Cyber Forensics and Digital evidence, Forensics Analysis of
Email, Digital Forensics Lifecycle, Forensics Investigation, Challenges in Computer
Forensics, Special Techniques for Forensics Auditing.

UNIT - III

Cybercrime: Mobile and Wireless Devices: Introduction, Proliferation of Mobile and
Wireless Devices, Trends in Mobility, Credit card Frauds in Mobile and Wireless
Computing Era, Security Challenges Posed by Mobile Devices, Registry Settings for Mobile
Devices, Authentication service Security, Attacks on Mobile/Cell Phones, Mobile Devices:
Security Implications for Organizations, Organizational Measures for Handling Mobile,
Organizational Security Policies and Measures in Mobile Computing Era, Laptops.

UNIT- IV

Cyber Security: Organizational Implications: Introduction, cost of cybercrimes and IPR
issues, web threats for organizations, security and privacy implications, social media
marketing: security risks and perils for organizations, social computing and the
associated challenges for organizations.

Cybercrime and Cyber terrorism: Introduction, intellectual property in the cyberspace,
the ethicaldimension of cybercrimes the psychology, mindset and skills of hackers and
other cyber criminals.

UNIT -V

Privacy Issues: Basic Data Privacy Concepts: Fundamental Concepts, Data Privacy
Attacks, Data linking and profiling, privacy policies and their specifications, privacy policy
languages, privacy in differentdomains-medical, financial, etc.
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Cybercrime: Examples and Mini-Cases

Examples: Official Website of Maharashtra Government Hacked, Indian Banks Lose
Millions of Rupees, Parliament Attack, Pune City Police Bust Nigerian Racket, e-mail
spoofing instances. Mini-Cases: The Indian Case of online Gambling, An Indian Case of
Intellectual Property Crime, Financial Frauds in Cyber Domain.

TEXT BOOKS:

1. Nina Godbole and Sunit Belpure, Cyber Security Understanding Cyber Crimes, Computer
Forensicsand Legal Perspectives, Wiley

2.B. B. Gupta, D. P. Agrawal, Haoxiang Wang, Computer and Cyber Security: Principles,
Algorithm, Applications, and Perspectives, CRC Press, ISBN 9780815371335, 2018.

REFERENCES:

1. Cyber Security Essentials, J ames Graham, Richard Howard and Ryan Otson, CRC Press.
2. Introduction to Cyber Security, Chwan-Hwa(john) Wu,J . David Irwin, CRC Press T&F Group.
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